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Introduction

In this document, the firmware modules of an AVR® powered IoT node is introduced. The kit is controlled
by an ATtiny1617 host MCU. It is equipped with an ATECC508A CryptoAuthentication™ device, an
RN4871 Bluetooth 4.2 Low-Energy module, and a tri-axial accelerometer. In this design, the kit can be
easily connected to the app via BLE and the sensor data can be viewed in the app at run-time, which is a
real IoT use-case. As an IoT edge node, this firmware provides the essential functions in a typical IoT
scenario; Control, Security, Connectivity, and Low Power.

To know how to set up this kit and connect it with the app, refer to Secure AVR BLE IoT Node - Getting
Started Guide.

Features

• ATtiny1617 usage in a real IoT application
• Node authentication based on ECDSA
• Bluetooth 4.2 Low-Energy connection
• Low-power operation with coin cell battery
• Run-time sensor reading and data exchange with mobile app
• LED indicators to show operation status

© 2017 Microchip Technology Inc.  User Guide DS50002639A-page 1



Table of Contents

Introduction......................................................................................................................1

Features.......................................................................................................................... 1

1. Block Diagram........................................................................................................... 3

2. Development Tools.................................................................................................... 4

3. Firmware Architecture............................................................................................... 5

4. Firmware Function Blocks......................................................................................... 6
4.1. BLE Connectivity..........................................................................................................................6

4.1.1. BLE Module Configuration.............................................................................................7
4.1.2. BLE Services and Characteristics................................................................................. 7

4.2. Node Authentication.....................................................................................................................9
4.3. Acceleration Sensor................................................................................................................... 11
4.4. Low-Power..................................................................................................................................11

4.4.1. AVR MCU Low-Power................................................................................................. 12
4.4.2. BLE Module Low-Power.............................................................................................. 13
4.4.3. CryptoAuthentication Device Low-Power.................................................................... 14
4.4.4. Acceleration Sensor Low Power..................................................................................14

4.5. LED Indicator..............................................................................................................................14

5. Get Source Code from Atmel | START.................................................................... 15

6. Revision History.......................................................................................................16

The Microchip Web Site................................................................................................ 17

Customer Change Notification Service..........................................................................17

Customer Support......................................................................................................... 17

Microchip Devices Code Protection Feature................................................................. 17

Legal Notice...................................................................................................................18

Trademarks................................................................................................................... 18

Quality Management System Certified by DNV.............................................................19

Worldwide Sales and Service........................................................................................20

 Secure AVR BLE IoT Node - Software User Guide

© 2017 Microchip Technology Inc.  User Guide DS50002639A-page 2



1. Block Diagram
The secure AVR BLE IoT node is a typical edge node in the IoT scenario. Its block diagram is shown
below.

Figure 1-1. Secure AVR BLE IoT Node Block Diagram
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The kit is designed to be powered by either a coin cell battery or USB interface. The central part is the
ATtiny1617 AVR MCU, which controls all the other devices in this kit. The ATECC508A is responsible for
the certificate storage and authentication. The RN4871 BLE module provides connectivity with the phone.
A tri-axial accelerometer and three LEDs are used for demo purpose.

For the details of hardware design, refer to the Secure AVR IoT Node - Hardware User Guide.
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2. Development Tools
To download and debug the firmware, the following development toolchain can be used:

• Firmware example: Atmel | START.
• Atmel® Studio version 7.0.1188 or above with the latest ATtiny_DFP installed
• IAR Embedded Workbench® AVR 6.80 or above
• Programming and debugging tool: Atmel-ICE or Power Debugger.

For more information about the available toolchain, check the link below.

http://www.microchip.com/wwwproducts/en/ATTINY1617
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3. Firmware Architecture
The firmware runs on the ATtiny1617 MCU at 5MHz by dividing the 20MHz internal oscillator by 4. This
makes ATtiny1617 to work at wide voltage range (1.8V ~ 5.5V) which benefits the battery usage life. By
functions, the firmware can be divided into the following blocks:

• BLE connectivity - UART communication with RN4871 module
• Node authentication - Crypto authentication lib and I2C communication with ATECC508A
• Tri-axial acceleration sensor - Sensor initialization and reading
• Low-power operation - MCU and on-kit components low-power logic
• LED indicator - System operation status

More details of these function blocks will be introduced in separate sections in Firmware Function Blocks.

The firmware runs in an infinite loop. Below is the simplified main flowchart.

Figure 3-1. Main Flowchart
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The 'Standby' sleep mode is used in this implementation. The transfer from 'Sleep' state to 'Wake up'
state is triggered by MCU wake-up sources. Here, the pin change interrupt, RTC interrupt, and UART
start of frame are used as wake-up sources. Refer to Low Power for more information.
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4. Firmware Function Blocks
In this chapter, more details of the firmware functions blocks will be discussed.

4.1 BLE Connectivity
A Microchip RN4871 BLE module is used to enable the connectivity on this kit. The RN4871 is a small
form factor, Bluetooth 4.2 Low-Energy module. It can easily be connected to the host MCU via a standard
UART interface.

When this kit was developed, the RN4871 BLE module firmware version was 1.18.3. This firmware
provides the control interface based on ASCII commands sent over UART. The UART interface settings
are defined in the table below:
Table 4-1. RN4871 UART Settings

UART Setting Value

Baud Rate 38400

Data Bits 8

Parity None

Stop Bits 1

Flow Control None

In this application, private services and characteristics are used. These services and characteristics have
to be configured into RN4871 BLE module before using them in the application. Refer to BLE Module
Configuration for details. The private services and characteristics are defined in BLE Services and
Characteristics.

After the kit is powered up, ATtiny1617 talks to RN4871 via the UART interface. It controls the RN4871
behavior by issuing ASCII commands. RN4871 responds to the command with data or result based on
different commands. RN4871 will also generate status messages through the UART. The ATtiny1617
USART RX interrupt is enabled to handle the command response and status response from the UART
interface. For complete command reference, check RN4870/71 Bluetooth Low Energy Module User's
Guide.

RN4871 keeps advertising an incomplete list of 128-bit UUIDs and complete local name if no connection
is established. The supplied app can then scan and discover nearby nodes. When a node is connected
with the app, it stops the advertisement and transfers data back and forth with the app based on
configured services and characteristics.

If the advertisement runs more than 30s, the RN4871 module will go into low-power advertisement by its
own to save power. In addition, ATtiny1617 can put RN4871 into low-power operation if no data transfer
via BLE is needed. In this case, the RN4871 runs at low frequency with much lower power consumption.
ATtiny1617 will bring RN4871 back into high-frequency operation if a BLE data transfer is needed. Refer
to BLE Module Low Power for RN4871 low-power operation.

For more information about RN4871, refer to its product page: http://www.microchip.com/
wwwproducts/en/RN4871
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4.1.1 BLE Module Configuration
Before using an RN4871 BLE module, it should be configured with dedicated settings, services, and
characteristics according to the application needs. Interactive ASCII commands make it easily configured
without any complex configuration tools. For this application, the following ASCII commands are used to
configure the RN4871 BLE module.

• $$$
• SF,1
• $$$
• SN,AVR_TAG
• SO,1
• PZ
• R,1
• $$$
• PS,F05ABAC0393611E587A60002A5D5C51B
• PC,F05ABAD0393611E587A60002A5D5C51B,12,09
• PS,F05ABAC1393611E587A60002A5D5C51B
• PC,F05ABAD7393611E587A60002A5D5C51B,12,06
• PC,F05ABADA393611E587A60002A5D5C51B,10,01
• PS,F05ABAC2393611E587A60002A5D5C51B
• PC,F05ABAD2393611E587A60002A5D5C51B,1A,12
• LS
• NA,06,1BC5D5A50200A687E5113639C0BA5AF0
• NA,09,4156525F544147
• SB,05
• R,1

Among the above commands, PS is used to set up private services, the PC is used to set up private
characteristics, and NA is used to set up advertisement information. For the details of other commands,
refer to RN4870/71 Bluetooth Low Energy Module User's Guide.

Note:  The default UART baud rate for a factory new RN4871 module is 115200 and the above
commands are used for this purpose. If a module with different baud rate has to be configured, change
the baud rate accordingly.

4.1.2 BLE Services and Characteristics
BLE uses the concept of profiles to ensure interoperability between different devices. Secure AVR BLE
IoT Node uses a custom (private) profile with 128-bit unique UUIDs. It uses a base 128-bit UUID:
F05A0000-3936-11E5-87A6-0002A5D5C51B. The BLE profile is a collection of services, and in this
design, all services use 128-bit UUIDs. These services are built on top of attributes called characteristics.
Each characteristic is identified by its 128-bit UUID. For easy documentation reason, a 16-bit part of UUID
is listed in this document. It is embedded in the 128-bit UUID as shown in the example below.

Example: 0xBAC0 maps as F05ABAC0-3936-11E5-87A6-0002A5D5C51B. All UUIDs that are mapped to
128-bit values are marked with *.

The following private services are used in this design.
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Table 4-2. Private Services

Services UUID

Environment Service BAC0*

Device Motion Service BAC1*

Authentication Service BAC2*

The characteristics in each service are listed below in separate tables. Reserved (Res.) byte is always
0x00.

Table 4-3. Environment Service

Characteristics UUID Properties Data

Environment Data BAD0* Read/Notify (9 bytes)

Byte0 = Temp LSB

Byte1 = Temp MSB

Byte2 = Res.

Byte3 = Res.

Byte4 = Battery LSB

Byte5 = Battery MSB

Byte6 = Res.

Byte7 = Res.

Byte8 = Res.

Table 4-4. Device Motion Service

Characteristics UUID Properties Data

Accelerometer BAD7* Read/Notify (6 Bytes)

Byte0 = X LSB

Byte1 = X MSB

Byte2 = Y LSB

Byte3 = Y MSB

Byte4 = Z LSB

Byte5 = Z MSB

Drop Detection BADA* Notify 1 Byte

Table 4-5. Authentication Service

Characteristics UUID Properties Data

Auth Data BAD2* Notify/R/W 18 Bytes
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Authentication data (Auth Data) is used to transfer keys, signatures, and random numbers for node
authentication. The data payload in BLE characteristic is not long enough to hold such data bytes in a
single transfer, so it is divided in several segments when transferring. Thus Auth Data characteristics are
formatted as below:

Type (1byte) + index (1byte) + Auth_data[0~15]

The table below defines Auth Data type and content.

Table 4-6. Auth Data Type and Content

Type Auth Data Content Note

0x01 Signer Public Key indexed by
0~3.

Public key length is 64-byte.

0x02 Signer Signature indexed by 0~3. Signature length is 64-byte.

0x03 Device Public Key indexed by
0~3.

Public key length is 64-byte.

0x04 Device Signature indexed by
0~3.

Signature length is 64 byte.

0x05 Certificate Information indexed by
0.

Info length is 16 byte.

0x06 Challenge (from host) indexed
by 0~1

Challenge length is 32-byte.

0x07 Challenge Response indexed by
0~3

Challenge response length is 64-
byte.

Note:  For 32-byte and 64-byte contents, the "Auth data" characteristic will be updated by 2 and 4
transfers with 16 bytes data in each transfer due to the payload limitation.

Certificate information is organized as; Signer Certificate Info (8 bytes) + Device Certificate Info (8 bytes).
It is used together with public keys and signatures to reconstruct signer and device certificates at the app
side.

4.2 Node Authentication
In this kit, Microchip CryptoAuthentication device ATECC508A is used for node authentication. The node
authentication is based on Elliptic Curve Digital Signature Algorithm - ECDSA, which is embedded in
ATECC508A. In the real world, it is used to prevents illegal (cloned, faked, or tampered etc.) nodes to be
connected to the app and further to the Cloud.

ATECC508A is connected to an I2C bus as a slave with its address set to 0xC0, while ATtiny1617 works
as I2C master. On the same I2C bus, a tri-axial acceleration sensor is also connected as I2C slave. Refer
to Acceleration Sensor for more information.

In this implementation, the node authentication happens right after a BLE connection is established
between an app and a node each time. After the node authentication is completed successfully, no further
authentication check is required until the current connection is terminated.

At the app (host) side, it will first verify the certificates of the node side. At the node side, the dynamic part
of the certificates is stored in ATECC508A. It is also known as compressed certificate. After it is sent to
the app, the full certificate will be reconstructed there, based on received compressed certificate and

 Secure AVR BLE IoT Node - Software User Guide
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static part of the certificate, which is store at the app side. The app can then verify the full certificate. The
chained node certificate and signer certificate are verified. If they are all passed, the app sends random
numbers to challenge the node. Node signs the challenge and sends the challenge response back to the
app. Again, the app verifies the challenge response. If it is passed too, the whole node authentication
process completes successfully.

The figure below shows the node authentication process in this application. The Host side is the app,
while node side is the AVR Secure BLE IoT Node.

Figure 4-1. Node Authentication Flow

As mentioned above, the ATECC508A device should be provisioned before it can be used in this
application. Refer to the application notes below on how to provision it according to specific application
needs.

• AN_8971 - ATECC Production Provisioning Guide
• AN_8974 - ATECC Compressed Certificate Definition
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• AN_8983 - ATECC508A Node Authentication Example Using Asymmetric PKI

For more information about ATECC508A, refer to its product page: http://www.microchip.com/
wwwproducts/en/ATECC508A

The CryptoAuthLib from Microchip is used in this firmware. The lib is provided as middleware to be used
with CryptoAuthentication devices, including ATECC508A. Based on application needs, not all the
ATECC508A functions are used. Refer to the source code project for the details.

4.3 Acceleration Sensor
As an IoT edge node, a sensor is usually a necessary part. On this kit, a tri-axial acceleration sensor
BMA250E is used. It is connected to an I2C bus as I2C slave with the address set to 0x18. It shares the
I2C bus with ATECC508A. Refer to Node Authentication for more information. In addition, the BMA250E
features two INT pins (INT1 and INT2) enabling motion-based applications without constant I2C
communication with the host MCU. The INT pins are connected to the MCU I/O pins and a PORT pin
interrupt can be enabled to handle a corresponding interrupt request.

BMA250E measures acceleration in x-, y-, and z-axis, the three perpendicular axes. Besides that, a
temperature sensor is also integrated in BMA250E. When BLE connection is established, both the
acceleration data and temperature data are read and sent to the app in 200ms interval. If BLE is
disconnected, the sensor data is read in 5s intervals. To save power, the sensor is initialized to work in
low-power mode. Refer to Acceleration Sensor Low Power for more details.

To realize tap detection in this firmware, BMA250E low-g interrupt is enabled and it is assigned to the
BMA250E INT1 pin with level active-low. Whenever a tap is detected (low-g interrupt), a low level is
output on the INT1 pin and the corresponding ATtiny1617 PORT pin is configured to sense the low level,
thus a port interrupt will be triggered. In the interrupt handler, the Alarm LED on the board is controlled to
blink once to indicate a tap is detected. The tap detection is also operational in low-power mode.

To know more details about BMA250E, refer to its data sheet.

In the firmware, the BMA250E driver package from Bosch Sensortec is used. The original sensor driver
link: https://github.com/BoschSensortec/BMA2x2_driver. To achieve smaller code size, some APIs are
modified based on the application needs. Refer to the source code project for details.

4.4 Low-Power
For IoT edge nodes, the power consumption is a key feature especially when it is battery powered. To
minimize the overall system power consumption, the following low-power operations are addressed:

• AVR MCU low-power
• BLE module low-power
• CryptoAuthentication device low-power
• Acceleration sensor low-power

In the figure below one can see the current measurement result on a running kit in idle state. In this state,
the BLE connection is not established but discoverable and the acceleration sensor tap detection is
functional. The Power Debugger is used to measure the current in Atmel Studio.

 Secure AVR BLE IoT Node - Software User Guide

© 2017 Microchip Technology Inc.  User Guide DS50002639A-page 11

http://www.microchip.com//wwwAppNotes/AppNotes.aspx?appnote=en590862
http://www.microchip.com/wwwproducts/en/ATECC508A
http://www.microchip.com/wwwproducts/en/ATECC508A
http://www.atmel.com/tools/CryptoAuthLib.aspx
https://github.com/BoschSensortec/BMA2x2_driver
http://www.microchip.com/developmenttools/productdetails.aspx?partno=atpowerdebugger
http://www.microchip.com/development-tools/atmel-studio-7


Figure 4-2. Current Measurement Result

4.4.1 AVR MCU Low-Power
ATtiny1617 is the main controller in this kit. To save power, the MCU is put into sleep mode as often as
possible. ATtiny1617 features three different sleep modes; Idle, Standby, and Power Down. In this
firmware, 'Standby' sleep mode is used. Refer to ATtiny1617 Data Sheet for more information about the
MCU sleep modes.

In 'Standby' sleep mode, the operation of selected peripherals are configurable. Based on the application
needs, RTC is configured to run in Standby by setting the RUNSTBY bit. And RTC interrupt, UART start
of frame, and pin change interrupt are configured as wake-up sources.

The RTC overflow interrupt is enabled to periodically wake up the CPU to read the sensor, check the BLE
module status, and update the LED status etc. After the main loop tasks are done, the CPU is put into
'Standby' sleep mode while the RTC counter is kept running.

The UART start of frame detection works as wake-up source in the 'Standby' sleep mode. It is used to
handle the BLE module status responses via UART. These status responses include, but are not limited
to, connection, disconnection, and characteristics access status. By doing so, the MCU can be put into
sleep mode while the BLE function remains active. Whenever UART bytes are received from the BLE
module, the MCU will wake up and respond to the BLE communication immediately. As documented in
the ATtiny1617 Data Sheet, the UART receive complete flag and UART start interrupt flag share the
same interrupt line. To enable the USART start frame detection with the data receiving interrupt, the
following settings are used in this design.

Table 4-7. USART Start Frame Detection with Data RX Interrupt

SFDEN RXSIF interrupt RXCIF interrupt Comment

1 Disabled Enabled System/all clocks waked-up on Receive Complete
interrupt

In order to receive data frame right after the UART start of frame wake-up, the UART baud rate should be
set slow enough in relation to the oscillator start-up time. The sampling process for the start bit of
incoming frame is shown in the figure below.
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Figure 4-3. Start Bit Sampling
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The sample rate is 16 times the baud rate for normal mode, and eight times the baud rate for double
speed mode. The clock recovery logic then uses samples 8, 9, and 10 for normal mode and samples 4, 5,
and 6 for double speed mode to decide if a valid start bit is received. If two or three samples have a low
level, the start bit is accepted. Here, we calculate the baud rate with 10 samples to have some margin.
The equation is as below.16 − 1016 ⋅ Baud Rate > wake−up time
In the above equation, the wake-up time from the "Standby" sleep mode consists of six CLK + OSC start-
ups. In this design, we use internal 16/20MHz oscillator. The start-up time of this oscillator is analog start-
up time plus four oscillator cycles. Therefore we get the wake-up time as six Main Clock cycles
(CLK_PER) + analog start-up + four oscillator cycles. That is 6*1/5MHz + 8μs + 4*1/20MHz = 9.4μs.

We can further calculate the baud rate capable of receiving the data frame right after UART start of frame
wake-up as below.616 ⋅ Baud Rate > 9.4us
Baud Rate < 616 ⋅ 9.4us = 39894
Thus, we choose 38400 as the UART baud rate in this design.

More details can be found in "Asynchronous Clock Recovery" section of ATtiny1617 Data Sheet.

The pin change interrupt is used to wake up MCU from "Standby" sleep mode whenever a predefined
motion is detected. The acceleration sensor INT pins are connected to the MCU I/O pins and the
corresponding pin can be configured to handle the INT pin change via interrupt request. Refer to 
Acceleration Sensor for motion detection details.

4.4.2 BLE Module Low-Power
One of the key features of BLE is low-power operation. In this section, the how to utilize BLE module
RN4871 low-power feature with the help of a host MCU is explained.

Obviously always transferring data via BLE is not a good strategy to save power. In this design, the data
will only be sent to the BLE module via UART when the BLE connection is established. The data transfer
frequency is application dependent.

The RN4871 module itself supports two different operation modes; high-frequency operation and low-
frequency operation. This feature should be enabled by ASCII command "SO,1" during module
configuration. Refer to BLE Module Configuration for details. When the UART_RX_IND pin is high,
RN4871 is in low-frequency operation. In this low-frequency operation, the BLE connection can still be
maintained, but RN4871 cannot receive data via UART. RN4871 restarts high-frequency operation by
pulling its UART_RX_IND pin low. When data transfer via BLE is required, RN4871 is put into high-
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frequency operation. If BLE data transfer completes, RN4871 is put into low-frequency operation. The
UART_RX_IND pin is fully controlled by the ATtiny1716 host MCU based on application needs.

By implementing these low-power system designs, the kit BLE function can be discovered and
operational at any time from an application point of view while keeping the low-power operation in the
background.

4.4.3 CryptoAuthentication Device Low-Power
Normally there is no special consideration of ATECC508A low-power operation, as it goes into low-power
automatically. For more information, contact your local Microchip sales office. However, in this design the
I2C bus is shared by two components. The operation of acceleration sensor affects the operation of
ATECC508A.

In this design, after the node authentication is completed, ATECC508A should be put in low-power until
current connection is terminated. Note that frequently reading of the acceleration sensor will wake up
ATECC508A unnecessarily and unintentionally. To eliminate this extra power consumption, ATECC508A
is forced into low-power every time after the acceleration sensor operation is completed.

4.4.4 Acceleration Sensor Low Power
BMA250E has several power modes. As the sensor needs to detect tap (low-g interrupt) all the time, Low
Power Mode 1 with balanced performance and power consumption is used. In this mode, it periodically
switches between a wake-up phase and a sleep phase. In wake-up phase, all parts of the sensor are kept
powered-up and data acquisition is performed continuously. In sleep phase, the whole analog part is
powered down and no data acquisition is performed. The time in wake-up phase and sleep phase is
configurable. Refer to the BMA250E data sheet for more details.

In this power mode, the interface section is kept alive and the latest acceleration data is always available
by reading registers. There is no need to change power modes when reading the sensor data, thus it
simplifies the firmware.

4.5 LED Indicator
On this kit, there are three LEDs.

• Power LED - green
• BLE LED - blue
• Alarm LED - red

Among them, Power LED and Alarm LED are controlled by the ATtiny1617 MCU pins. The Power LED is
used to indicate MCU sleep/wake-up states. In this design, the Power LED blinks once at the frequency
of the MCU wake-up. The Alarm LED is used to indicate tap detection. Every time a tap detection is
reported by the acceleration sensor, it blinks once.

BLE LED is directly controlled by BLE module RN4871. It is used to indicate the BLE connection status.
After the kit is powered up, the BLE LED blinks once every 3 seconds. If connection with a peer device is
established, the BLE LED blinks twice per 1.5 seconds.
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5. Get Source Code from Atmel | START
The example code is available through Atmel | START, which is a web-based tool that enables
configuration of application code through a graphical user interface. The code can be downloaded for
both Atmel Studio 7.0 and IAR IDE via the Examples-link below, or the BROWSE EXAMPLES button on
the Atmel | START front page.

Web page: http://start.atmel.com/

Documentation: http://start.atmel.com/static/help/index.html

Examples: http://start.atmel.com/#examples

In the Examples-browser, search for Secure AVR BLE IoT Node

(press User Guide in Atmel | START for detailed requirements for the example project).

Double-click the downloaded .atzip file and the project will be imported to Atmel Studio 7.0.

For information on how to import the project in IAR, press the Documentation-link above, select ‘Atmel
Start Output in External Tools', and 'IAR Embedded Workbench®'.
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6. Revision History
Doc. Rev. Date Comments

A 06/2017 Initial document release

 Secure AVR BLE IoT Node - Software User Guide

© 2017 Microchip Technology Inc.  User Guide DS50002639A-page 16



The Microchip Web Site

Microchip provides online support via our web site at http://www.microchip.com/. This web site is used as
a means to make files and information easily available to customers. Accessible by using your favorite
Internet browser, the web site contains the following information:

• Product Support – Data sheets and errata, application notes and sample programs, design
resources, user’s guides and hardware support documents, latest software releases and archived
software

• General Technical Support – Frequently Asked Questions (FAQ), technical support requests,
online discussion groups, Microchip consultant program member listing

• Business of Microchip – Product selector and ordering guides, latest Microchip press releases,
listing of seminars and events, listings of Microchip sales offices, distributors and factory
representatives

Customer Change Notification Service

Microchip’s customer notification service helps keep customers current on Microchip products.
Subscribers will receive e-mail notification whenever there are changes, updates, revisions or errata
related to a specified product family or development tool of interest.

To register, access the Microchip web site at http://www.microchip.com/. Under “Support”, click on
“Customer Change Notification” and follow the registration instructions.

Customer Support

Users of Microchip products can receive assistance through several channels:

• Distributor or Representative
• Local Sales Office
• Field Application Engineer (FAE)
• Technical Support

Customers should contact their distributor, representative or Field Application Engineer (FAE) for support.
Local sales offices are also available to help customers. A listing of sales offices and locations is included
in the back of this document.

Technical support is available through the web site at: http://www.microchip.com/support

Microchip Devices Code Protection Feature

Note the following details of the code protection feature on Microchip devices:

• Microchip products meet the specification contained in their particular Microchip Data Sheet.
• Microchip believes that its family of products is one of the most secure families of its kind on the

market today, when used in the intended manner and under normal conditions.
• There are dishonest and possibly illegal methods used to breach the code protection feature. All of

these methods, to our knowledge, require using the Microchip products in a manner outside the
operating specifications contained in Microchip’s Data Sheets. Most likely, the person doing so is
engaged in theft of intellectual property.

• Microchip is willing to work with the customer who is concerned about the integrity of their code.
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• Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their
code. Code protection does not mean that we are guaranteeing the product as “unbreakable.”

Code protection is constantly evolving. We at Microchip are committed to continuously improving the
code protection features of our products. Attempts to break Microchip’s code protection feature may be a
violation of the Digital Millennium Copyright Act. If such acts allow unauthorized access to your software
or other copyrighted work, you may have a right to sue for relief under that Act.

Legal Notice
Information contained in this publication regarding device applications and the like is provided only for
your convenience and may be superseded by updates. It is your responsibility to ensure that your
application meets with your specifications. MICROCHIP MAKES NO REPRESENTATIONS OR
WARRANTIES OF ANY KIND WHETHER EXPRESS OR IMPLIED, WRITTEN OR ORAL, STATUTORY
OR OTHERWISE, RELATED TO THE INFORMATION, INCLUDING BUT NOT LIMITED TO ITS
CONDITION, QUALITY, PERFORMANCE, MERCHANTABILITY OR FITNESS FOR PURPOSE.
Microchip disclaims all liability arising from this information and its use. Use of Microchip devices in life
support and/or safety applications is entirely at the buyer’s risk, and the buyer agrees to defend,
indemnify and hold harmless Microchip from any and all damages, claims, suits, or expenses resulting
from such use. No licenses are conveyed, implicitly or otherwise, under any Microchip intellectual
property rights unless otherwise stated.

Trademarks
The Microchip name and logo, the Microchip logo, AnyRate, AVR, AVR logo, AVR Freaks, BeaconThings,
BitCloud, CryptoMemory, CryptoRF, dsPIC, FlashFlex, flexPWR, Heldo, JukeBlox, KeeLoq, KeeLoq logo,
Kleer, LANCheck, LINK MD, maXStylus, maXTouch, MediaLB, megaAVR, MOST, MOST logo, MPLAB,
OptoLyzer, PIC, picoPower, PICSTART, PIC32 logo, Prochip Designer, QTouch, RightTouch, SAM-BA,
SpyNIC, SST, SST Logo, SuperFlash, tinyAVR, UNI/O, and XMEGA are registered trademarks of
Microchip Technology Incorporated in the U.S.A. and other countries.

ClockWorks, The Embedded Control Solutions Company, EtherSynch, Hyper Speed Control, HyperLight
Load, IntelliMOS, mTouch, Precision Edge, and Quiet-Wire are registered trademarks of Microchip
Technology Incorporated in the U.S.A.

Adjacent Key Suppression, AKS, Analog-for-the-Digital Age, Any Capacitor, AnyIn, AnyOut, BodyCom,
chipKIT, chipKIT logo, CodeGuard, CryptoAuthentication, CryptoCompanion, CryptoController,
dsPICDEM, dsPICDEM.net, Dynamic Average Matching, DAM, ECAN, EtherGREEN, In-Circuit Serial
Programming, ICSP, Inter-Chip Connectivity, JitterBlocker, KleerNet, KleerNet logo, Mindi, MiWi,
motorBench, MPASM, MPF, MPLAB Certified logo, MPLIB, MPLINK, MultiTRAK, NetDetach, Omniscient
Code Generation, PICDEM, PICDEM.net, PICkit, PICtail, PureSilicon, QMatrix, RightTouch logo, REAL
ICE, Ripple Blocker, SAM-ICE, Serial Quad I/O, SMART-I.S., SQI, SuperSwitcher, SuperSwitcher II, Total
Endurance, TSHARC, USBCheck, VariSense, ViewSpan, WiperLock, Wireless DNA, and ZENA are
trademarks of Microchip Technology Incorporated in the U.S.A. and other countries.

SQTP is a service mark of Microchip Technology Incorporated in the U.S.A.

Silicon Storage Technology is a registered trademark of Microchip Technology Inc. in other countries.

GestIC is a registered trademark of Microchip Technology Germany II GmbH & Co. KG, a subsidiary of
Microchip Technology Inc., in other countries.

All other trademarks mentioned herein are property of their respective companies.
© 2017, Microchip Technology Incorporated, Printed in the U.S.A., All Rights Reserved.
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ISBN: 978-1-5224-1815-3

Quality Management System Certified by DNV

ISO/TS 16949
Microchip received ISO/TS-16949:2009 certification for its worldwide headquarters, design and wafer
fabrication facilities in Chandler and Tempe, Arizona; Gresham, Oregon and design centers in California
and India. The Company’s quality system processes and procedures are for its PIC® MCUs and dsPIC®

DSCs, KEELOQ® code hopping devices, Serial EEPROMs, microperipherals, nonvolatile memory and
analog products. In addition, Microchip’s quality system for the design and manufacture of development
systems is ISO 9001:2000 certified.
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